== MicrOSOft Microsoft Fabric

This presentation is the property of Microsoft and is intended for informational and educational purposes only. You may use, copy, and distribute this
presentation for your personal, non-commercial purposes. You may not modify, alter, or create derivative works from this presentation without the
prior written consent of Microsoft. You may not use this presentation to misrepresent, defame, or disparage Microsoft or its products, services, or

affiliates. You may not use this presentation to endorse or promote any other products, services, or organizations without the prior written consent
of Microsoft.

By using this presentation, you agree to abide by these terms. If you do not agree, you must not use this presentation. Microsoft reserves the right to
change these terms and conditions at any time without notice. Microsoft disclaims any and all warranties, express or implied, relating to this

presentation, including but not limited to the accuracy, completeness, timeliness, or suitability of the information contained herein. Microsoft is not
liable for any damages, losses, or liabilities arising from your use of or reliance on this presentation.

Please review the terms of use posted in the content library.



FABCONSQLCON2026

-
|'0 N :
Microsoft Fabric | Microsoft SQL

COMMUNITY CONFERENCE COMMUNITY CONFERENCE

ATLANTA MARECH 16 - 20, 2026



Enterprise Security In Fabric

Sarab Dua, Bodhisatva
Gautam

Thursday, March 19th, 2026
Time: 8:00 — 9:00 AM,
Room: B213 — B214

o~ x, |
CON | \x// ATLANTA26 | JONTHE — #FABCONSQLCON26



4 & ™~

Microsoft Fabric
The unified data platform for Al transformation
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Network Security

GA GA GA

Data Security

Governance

Entra conditional access Workspace roles Information protection
Service tags SQL Object-level security Sensitivity labels
Enterprise data gateway SQL Column-level security Purview Audit
4 VNET Data Gateway Support SQL Row-level security Endorsement
with Private Links for
Dataflows Gen2 and Semantic SQL Dynamic data mailling Lineage
Models
. SQL granular permissions Impact analysis
S h I ed Private endpoint, tenant level
p p Lockbox Domains & Sub Domains
Shortcuts for ADLS GenZ2 in
aka.ms/FabricSecurityWhitepaper VNET Customer Managed Keys Metadata scanning
Spark connectivity to Azure Resiliency

data services in a VNET

Purview data catalog

Private endpoint, workspace
level

Public preview

Workspace IP Firewall : . :
' Admin Monitoring and Insights

Outbound Access Protection

Fabric Monitoring
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https://learn.microsoft.com/en-us/fabric/security/security-conditional-access
https://learn.microsoft.com/en-us/fabric/security/security-service-tags
https://learn.microsoft.com/en-us/fabric/data-factory/how-to-access-on-premises-data
https://learn.microsoft.com/en-us/fabric/data-warehouse/workspace-roles
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#object-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#object-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#object-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#column-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#column-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#column-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#row-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#row-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#row-level-security
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#dynamic-data-masking
https://learn.microsoft.com/en-us/fabric/data-warehouse/security#dynamic-data-masking
https://learn.microsoft.com/en-us/fabric/data-warehouse/sql-granular-permissions
https://learn.microsoft.com/en-us/fabric/governance/information-protection
https://learn.microsoft.com/en-us/fabric/governance/service-security-sensitivity-label-default-label-policy
https://learn.microsoft.com/en-us/fabric/admin/track-user-activities
https://learn.microsoft.com/en-us/fabric/governance/endorsement-overview
https://learn.microsoft.com/en-us/fabric/governance/lineage
https://learn.microsoft.com/en-us/fabric/governance/impact-analysis
https://learn.microsoft.com/en-us/fabric/governance/domains
https://learn.microsoft.com/en-us/fabric/governance/metadata-scanning-overview
https://learn.microsoft.com/en-us/fabric/security/az-resiliency
https://learn.microsoft.com/en-us/purview/live-view

Security layers in Microsoft Fabric

Network security
Workspace & item security

OnelLake Security

Your data in Fabric

r p o o 8 4,

Regulations & Data High Availability E2E Information Additional 3" party and
Certification Encryption & Disaster Auditability with protection labels advanced tools in-house
Recovery Microsoft with Microsoft in Microsoft governance
Purview Purview Purview & security
solutions
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Network Security
N Fabric
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Microsoft Fabric - Secure By default

What it means:

Data Data Data Data ezl Power B Data
Factory Engineering Science Warehousing

All internal communications
between the experiences
happens through MS
backbone network

Time

Analytics Activator

Traffic in and from Fabric is
encrypted by TLS 1.2 or more

Onelake Endpoints and access
are protected using Entra
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Common Network Security Requirements

-

Monitor rity P r
onitor Security Posture Restricted Network Access

P e e T e e T

P e e e T i T e

[ J
b Workspace A
E : Azure Data lake
D </> , E storage account
Lakehouse Warehouse Notebook E E
= L 2 \
- Onelake Spark Job Definition i i ﬁ
Azure Data i i i Azure SQL DB
Factory N / :
Secure access to your Restrict Outbound Securely connect from Fabric
data in Fabric access from Fabric to your protected data
(Fabric Inbound) (Fabric Outbound)
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Common Network Security Requirements

— Secure access to your data in Falbric

— Securely connect to your data in cloud or on-premises

—>  Restrict Outbound access from Fabric

= Monitor & Audit security configuration
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Common Network Security Requirements

—  Secure access to your data in Fabric
« Entra Conditional Access Policies
« Tenant Level Private Link
 Workspace Level Private Link
 Workspace |P Firewall [ ceneralyavaiiabie now: |
« Resource Instance Rules [ comingsoon |

—>  Connect securely from Fabric to on-premises/cloud data-sources

- Restrict Outbound access from Fabric

—>  Monitor & Audit security configuration
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Inbound protection options

- Perimeter Network Security N Zero Trust Approach ~

From limited known locations to unknown locations
\ J \ J
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Conditional Access Policies

4 I
Users .
and Groups
4 h 4 I
Netw?rk l
Location Entra Conditional : »
\ J ‘ Access Policies
S—
; | ) b (v
Applications +—
n L k Decision
\ ) - Onelake b
g S Microsoft Fabric
Devices e
Enforcement
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Private Link for a Fabric Tenant

-

= ol

w9 Private
Endpoint

Public Access

Azure
Private Link

Workspace A

Lakehouse Warehouse Notebook

& B

Onelake Spark Job
Definition

\ o
What it means:
Fabric is inaccessible from the public
Workspace B Internet
et af
o Bamen Every user needs to connect to the
Model : :
— - private network to gain access
€ -
Pipeline KQL Database
J

ON |

\&

ATLANTA26 JOIN THE HFABCONSQLCON26

CONVERSATION



Workspace Private Link for Fabric

4 )
Azure VNets
| orerem | e v -
ExpressRoute | | Peering Workspace A Workspace B
/ VPN I
T M n ses M
! : Azure eoe |||| Entra. .
: ' Private Link Lakehouse Warehouse Notebook Semantic Report Conditional
' o N I Model Access Policies [ @)
VP Private : (Workspace &‘ g M —] (Tenant Level) | D
: Endpoint ! Level) € > .
! i Onelake Spark Job Pipeline  KQL Database
Definition
Customer VNetl
Disabled Enabled with
@ Entra
Conditional
Public Access Access Policies
- J

Selected workspaces can be Create a secure connection between Public workspaces can be secured

protected using Private Links public and private workspaces using using Entra policies or IP filtering

and closed from public internet. private data access. to use Power BI.
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Workspace Private Link
Expanded Workload Coverage

erally available olic preview p Next
\/) g ’ .

B B & — comingSoon — i

Lakehouse Notebook Pipeline CopydJob Dzétgr]lcz)w PowerBl Reports

- @ &L ¢ 57

" o
SQL Endpoint Environment Onelake Shortcuts Spark Jobs Mirrored —'/
SQL

Activator

CosmosDB

‘a Ql (x}

ML

Event Stream EventHouse Variable library S ~
experiment

ML Model Mounted Data Factory Warehouse Mirrored

a Semantic Model

CosmosDB
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(Generally Available now!w

Workspace IP Firewall for Fabric

What it means:

=
Workspace A Fabric workspace is accessible only

° ( Public | from specific public IP or IP ranges
o Network : g N by -~

Q y Lakehouse Warehouse Notebook
PS ( Public \ . (& Q| Simple setup
w9 * Network § Onelake Spark Job

N y Definition
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( Coming Soon! W

Workspace Resource Instance Rules

Secure Inbound access to Fabric Workspaces from Cloud Resources

Inbound networking
Encryption

@ Monitoring
Power Bl

Delegated Settings

Extension API

playground

Data
Engineering/Science

Data Factory

Data Warehouse

Workspace settings

Q search

@ General

&> Workspace type
& Azure connections
3 System storage
0 Git integration

G Onelake

& Workspace identity

<> Outbound networking

I 5 Inbound networking

Workspace connection settings

Choose how users and services can connect to this workspace. Use these settings to manage

access, security, and integration options. Learn more [7

(O Allow all connections to this workspace (including private links) (1)

can connect from any vork, including through private links. This setting may be limited

by configurations Yy yo bric admin.

@ Allow connections from selected networks and workspace level private links

Access to this workspace is restricted to only the IP addresses specified below

Allow public addresses to access this workspace

Permit users to access the workspace from public addresses. Make sure your security

policies allow public access before selecting. Learn more (7

¢-> Address configurations

Not configured

Allow inbound trusted resources

Permit inbound connections from services and resources marked as trusted.

¢-> Resource configurations
Not configured

m Cancel

< Inbound networking

~+ Add resource G Delete all

Allows trusted Azure resources to access Onelake by
resource identity

Secure Inbound access without public internet exposure
Works with Private Link and [P firewall

Keeps environments locked down while preserving critical
Azure integrations

Tenant admin enables; workspace admins manage
allowed resources
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Common Network Security Requirements

—  Secure access to your data in Fabric

-S> Connect securely from Fabric to on-premises/cloud data-sources
« Data Gateways (On-prem and Vnet)

* Trusted Access
 Managed Private Endpoint

—  Restrict Outbound access from Fabric

—  Monitor & Audit security configuration

. |
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VNet & On Prem Gateways

VNet Gateways enable network security
compliant access to secured resources

On Prem Gateways enable line of sight
to on-prem data sources
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Trusted Workspace Access

Secure access to firewall-enabled ADLS Gen 2 Storage accounts

What it means:

£ Fabric Tenant
. S 1. Use Fabric workspace Identity to

Workspace A I | | securely access ADLS Gen 2 storage
ruste ccess ! ! 5 o
using Workspace i accounts via storage resource Instance
Identity !

e ﬁ\; ules

Lakehouse Warehouse Notebook E Aouie [BEis Eke
storage account 5 2. Supports Onelake shortcuts,
& Q] N pipelines, T-SQL Copy Statements,
Semantic Models with Import Mode,
OnelLake Spark Job
Definition JAVA@e Py
N J
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Managed Private Endpoints

Secure access to Azure Resources from Spark and Event stream

£ Fabric Tenant

- 1. Secure private access to Azure PaaS
Workspace A services
R \\ ot -
| G . R SQL
Lakehouse Notebook © Aztre SOL 2. Supports Data Engineering
’ Database Workloads (Spark, Notebooks,
Q Lakehouse) and Eventstream
Spark Job EventStream
Definition
N J
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Common Network Security Requirements

—>  Secure access to your data in Fabric

—  Connect securely from Fabric to on-premises/cloud data-sources

Restrict Outbound access from Fabric
2 « Workspace Outbound Access Protection

—>  Monitor & Audit security configuration
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Workspace Outbound Access Protection

Workspace level control to restrict
outbound access to public network

Restrict outbound connections to
permitted destinations only

a ic Tenant I

Workspace A

Use in conjunction with other security
features to achieve robust Data
Exfiltration Protection

A
[ Outbound rules J

o

|
L &

Corporate ADLS Gen2 Public endpoint
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Outbound Access Protection
Expanded Workload Coverage

nerally available blic preview p Next

G . ~— Coming Soon — ~— Coming Soon T\
[ ?
i
4y

Lakehouse Notebook

Pipeline CopyJob

PowerBIl Reports Real Time Intelligence
A 4 )
&
SQL Endpoint

Dataflow OnelLake
Gen2 Shortcuts
‘ a Semantic Model Data Science

Mirrored Warehouse
Databases

- o - o

Spark Jobs
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Use both outbound and inbound to achieve better DEP

Workspace A

- - - - - - - - - - - - - - - - - - - - - - - - - - -

@ O

Private Link

Ny i W
Azure ﬂ .:: llll a

Lakehouse Warehouse Semantic Model Report

(Workspace
Level)

w9 Private
Endpoint

Corporate ADLS Gen2

\--___---‘-__---ﬁ

B B 0 @

KQL Database

Notebook Spark Job

. Pipeli
Definition ‘petine

@

Public endpoint

Public endpoint

- J
Inbound security features like private Outbound security make sure that
link allow you to restrict who can access + malicious users cannot exfiltrate
your data and from where, reducing data
risks of data exfiltration

CONVERSATION
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Common Network Security Requirements

Secure access to your data in Fabric

Connect securely from Fabric to on-premises/cloud data-sources

Restrict Outbound access from Fabric

Monitor & Audit security configuration
 Tenant-level APIs for Network Security configuration monitoring
« Audit events in Purview
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Networking Audit Information in Purview

Manage audit events for your entire data estate from a single pane

EREE - S - o o D

Outbound access protection
Activity explorer enabled/disa bled events

Review Al activity including Al interactions (prompts and responses), activity with sensitive info types, and more

Events for Managed Private
Endpoints creation/deletion

Managed VNet
| orovisioned/removed

L Export |

VNet data gateway proxy
created/updated

CONVERSATION
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( Preview W

Tenant Level APIs for Network Security Config monitoring

Monitor & Audit workspaces for reporting and compliance

List all workspaces that have inbound or outbound
access protection enabled in the tenant

List inbound and outbound rules configured for each
workspace

Verify that workspace network policies align with
organizational security requirements

Enable automated security audits, compliance checks,
and reporting workflows
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Common Network Security Requirements

\1, Secure access to your data in Fabric
 Entra Conditional Access Policies

Tenant Level Private Link

Workspace Level Private Link

Workspace IP Firewall [Generallyavailable now!]

Resource Instance Rules [Coming Soon!]

\l, Connect securely from Fabric to on-premises/cloud data-sources
« Data Gateways (On-prem and Vnet)
» Trusted Access
« Managed Private Endpoint

\l, Restrict Outbound access from Fabric
« Workspace Outbound Access Protection

\], Monitor & Audit security configuration
« Tenant-level APIs for Network Security configuration monitoring
« Audit events in Purview
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Demo

Network Security
in Microsoft Fabric
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Network Security - Demo

Zava's Soccer Analytics
with Microsoft Fabric

Comprehensive data insights
powering players performance
analysis

.INT SPEED

29.218
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Zava's Soccer Analytics

4 I
m - I )
Azure VNets ‘
: : -
ExpressRoute | | Peering Insights Generation WS Insights Reporting WS
VPN b
pLLL— I —
\ ! Entra
: [EIL ' Private Link Notebook 58 an conditional
j . ! Player QB . ' Access Policies .
' Kub N Private ; Insiah Semantic Report
1 Kubernetes Endpoint ! (Workspace nsights Model (Tenant Level) w
! : Level) Lakehouse
E - i Pipeline
Customer VNetl
J
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
- /
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Step 1: Securing Insights Generation Workspace

4 R
(- A
j—]
Insights Generation WS
Entra
Conditional
Player MBS Lol Access Policies [ @)
Insights W
Lalkalhees []:u (Tenant Level)
Pipeline
\. Y,
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
- J
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: . : S = AdminUser01@uksouth.
Microsoft Azure L Search resources, services, and docs (G+/) ™ Copilot [9 @ @ K FABRIC PLATFORM UK SOUTH (

Home

w Conditional Access | Overview

Microsoft Entra ID

<&

«
[ —+ Create new policy —+ Create new policy from templates () Refresh 2 Got feedback?

Overview
| o 0 Conditional Access for agents, now in preview, is part of Microsoft Agent 365, the control plane for agents. Get early access to Agent 365 via the Frontier program. Learn more

= Policies o

{= Deleted Policies Getting started Overview  Coverage  Tutorials
@ Insights and reporting
2< Diagnose and solve problems Policy Summary
> Manage
> Monitoring E Agent Identities [7 5: Policy Snapshot
There are 0 agent identities in your tenant Ve 4 Enabled 1 Report-only O Off
> Troubleshooting + Support

See all unprotected sign-ins View all policies

See all policies protecting agents

. Users Devices
- j

3 users signed in during the last 7 days without any 0% of sign-ins in the last 7 days were from
policy coverage unmanaged or non-compliant devices
See all unprotected sign-ins See all noncompliant devices

See all unmanaged devices

MEE Applications

WEE  gopse alist of applications that are not protected by

your policies.

Add or remove favorites by pressing Ctrl+Shift+F
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Step 1: Securing Insights Generation Workspace

4 R
(- A
j—]
Insights Generation WS
Entra
Conditional
Player MBS Lol Access Policies [ @)
Insights W
Lalkalhees []:u (Tenant Level)
Pipeline
\. Y,
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
- J
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Step 2: Create private connection from Kubernetes to Insights Generation Workspace

- i )
Azure VNets ‘
0 \ ,,‘
] ] —
] ]
] ]
| o o - o _I - .I
ExpressRoute ! 1 Peering
JAY/=IN !
pLLL— I —
X E‘@ ! Azure Entra
' : : : Conditional
] ]
] e : Private Link Player Notebook Access Policies .
| | .
1 Kubernetes Endpoint ! (Workspace Insights emert L eval] P
! : Level) Lakehouse
E - i Pipeline
Customer VNetl
J
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
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Step 2: Create private connection from Kubernetes to Insights Generation Workspace

- i )
Azure VNets ‘
0 \ ,,‘
] ] —
] ]
] ]
| o o - o _I - .I
ExpressRoute ! 1 Peering
JAY/=IN !
pLLL— I —
X E‘@ ! Azure Entra
' : : : Conditional
] ]
] e : Private Link Player Notebook Access Policies .
| | .
1 Kubernetes Endpoint ! (Workspace Insights emert L eval] P
! : Level) Lakehouse
E - i Pipeline
Customer VNetl
J
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
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Step3 : Securing outbound connection from Reporting Workspace

m - I )
Azure VNets —
1 1 j
ExpressRoute ! ' Peering Insights Reporting WS
VPN b
LN U
\ ! Entra
: [EIL ' Private Link Notebook 58 i Conditional
j . ! Player oteboo . ' Access Policies .
' Kub N Private ; Insiah Semantic Report
1 Kubernetes Endpoint ! (Workspace nsignts Model (Tenant Level) w
! : Level) Lakehouse
E - i Pipeline
Customer VNetl
J
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
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Step3 : Securing outbound connections from Reporting Workspace

m - I )
Azure VNets —
1 1 j
ExpressRoute ! ' Peering Insights Reporting WS
VPN b
LN U
\ ! Entra
: [EIL ' Private Link Notebook 58 i Conditional
j . ! Player oteboo . ' Access Policies .
' Kub N Private ; Insiah Semantic Report
1 Kubernetes Endpoint ! (Workspace nsignts Model (Tenant Level) w
! : Level) Lakehouse
E - i Pipeline
Customer VNetl
J
Raw Sensor Data @
— Public Access
Blocked with Outbound Access Protection
Curated Player Data
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Data Security




Customer Managed Keys in Fabric

. R
’ Fabric Tenant All data at rest is encrypted by default by Fabric
Use your own encryption keys to encrypt data in Fabric at
the workspace-level to meet additional compliance
Workspace A requirements
A Iy =
Forehovse Warehouse Horebook ‘& new | Capacities with Power Bl's BYOK-enabled can
& 2 now also turn on CMK for their workspaces
OnelLake Spark Job
Definition
___________________ m ;iaelﬁ: Eei/tj Encryption using
L B oo enaged ieys
\_ /
| W Kv// | B
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Customer Managed Keys
Expanded Workload Coverage

2rally available 1at’s next?

Lakehouse Notebook Pipeline CopyJob Dataflow Gen2 Warehouse Environment '

Semantic Model

se@BB g -

OnelLake Spark Jobs ML Model Mirrored
Shortcuts expenment Databases SQL Database

CosmosDB
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e Trials activated:
G | Power Bl CMdemoworspce frtuirall VORI

00
Home o CMKdemoworkspace1 A4 2 Recycle bin Create deployment pipeline {3 Createapp &2 Manage access  ¥% Workspace s%ings

.

® + New item €8 New folder —| Import ~ < Migrate Q Filter by keyword = Filter v = of

Onelake
catalog

c
NG

7.

Deployment
pipelines

-
Workspaces ('/

00

(o)

\Oj
CMKdemow

orkspacel

” t; . Choose from predesigned task flows or add a task to build one

abcon Select from one of Microsoft's predesigned task flows or add a task to start building one yourself.

[
Mol ©)) Select a predesigned task flow Add a task Vv
_demo i
—| Import a task flow
[
Ih01234
_ AN
0 Name Status Type Task Owner Refreshed Next Endorsemer Sensitivity Ir.\cluded
refresh in app
e LH_Fabcon_demo Lakehouse — AdminUser01 — — — General\Anyo... ®
<3 Notebook_Fabcon Notebook — AdminUser01 - — e General\Anyo... ®
b

Power BI



Workload support matrix

» Easy reference for which security
features are supported across which
workloads

https://aka.ms/fabric_security_feature_sup
port_matrix

Workload

Data Engineering

Data Factory

Item type Workspace

private links
Lakehouse J
Lakehouse Shortcut
Lakehouse SQL Endpoint
Notebook
Spark Job Definition
Environment
Lakehouse with Schema

Spark Connectors for SQL Data
Warehouse

Default Semantic Model
Pipeline

Dataflow Gen1

Dataflow Gen2

Copy Job

Mounted Azure Data Factory

Vnet data gateway

On-premises data gateway:
Pipeline/Copy Job

On-premises data gateway:
Dataflow Gen2

Data Workflow

Customer Outbound access

managed keys protection

v

Preview

v

Preview

Preview

Preview

Preview

Preview

Preview
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Meet data residency requirements with Microsoft Fabric

O P,ppmvEO%
& %
£ \ ®
g 2 »
-4 n
E
< &
O, 3
D sccummi P

Available Azure regions Total Azure datacenters + many more Fabric compliance certifications
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Compliance in Microsoft Fabric

Fabric is a core Microsoft Online Service

Fabric supports a wide range of compliance standards
« GDPR
EUDB

ISO certifications ISO 27001, 27701, 27017, 27018

HIPAA, HITRUST compliant

SOX compliant
« SOCT1,S0OC 2, Type 2

« FedRamp for Commercial Cloud

5 L |
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Certifications in Microsoft Fabric

Y

¥ @

<

Y

Nov 15, 2023 Jan 31, 2024 May 1, 2024 Nov 1, 2024 May 2025
Microsoft Fabric GA HIPAA SOC1&2Type FedRAMP K-ISMS
2, SOX Certification
on Azure
CSA STAR commercial
® ® @ ® @ ) ® o @
Dec 15, 2023 Feb 1, 2024 Sep 3, 2024 Jan 2025
ISO 27001, 27701, Australian IRAP HITRUST PCI DSS
27017, 27018
\ ¢ JOIN THE
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Enhancing resiliency in Fabric via Item

: : Thursday
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